Abstract-Information leakage of general input operations using button images in graphical user interface on touch screen monitors was experimentally investigated from images reconstructed by receiving the electromagnetic noise. In the experimental investigations for input operations of a personal identification number, it was confirmed that when a button image was touched, the touched button image can be identified from the reconstructed button images. This kind of information leakage has originated the fact that the touched button image has changed the color for informing the operator which button image was touched. From the elucidation of the image reconstruction mechanism, it was found that the information leakage has been caused by the magnitude of the emitted signal that results from the analog voltage differences of the RGB signals between neighboring pixels on the monitor. Therefore, a countermeasure method was proposed from the viewpoint of the combination of the colors of the button images and of the background or of the numerals in the button images. The countermeasure method was then applied to the previous input operations of a personal identification number. From the experimental results for the countermeasure method, it was confirmed that the touched button image cannot be identified from the reconstructed button image. As a result, the proposal countermeasure method can prevent effectively the information leakage of input operations on touch screen monitors due to the electromagnetic noise.
INTRODUCTION
With the progress of the information society, concerns about information leakage have recently increased from the aspect of information security. A general information security management system (ISMS) standard has been published jointly by the International Organization for Standardization (ISO) and the International Electrotechnical Commission (IEC) [1] . The Telecommunication standardization sector of the International Telecommunication Union (ITU-T) has also published an ISMS standard for telecommunications [2] . In these ISMSs, information leakage due to electromagnetic noise of electronic and information equipment is treated as a physical security issue. These specifications recommend evaluations and countermeasures for the security risk of information leakage caused by electromagnetic noise of electronic and information equipment. Note that the terms of TEM-PEST and emission security or emanations security (EMSEC) have been used generically in the study of this kind of information leakage and countermeasures [3] .
On the other hand, it is well known that the electromagnetic emission level of electronic and information equipment has been kept low to prevent electromagnetic interference for each equipment [4] [5] [6] [7] . However, in practice all active electronic and information equipments emit slight electromagnetic noise. The electromagnetic noise is generated by the numerous variations in signals that occur in modern electronic circuits. Signals transmitting confidential information are no exception. So equipment dealing with sensitive information may also emit such electromagnetic noise generated by signal variations in that. Thus, a target signal from the information equipment might be reproduced or estimated by receiving and analyzing the low-level electromagnetic noise.
It has already been reported that the display image on a personal computer (PC) that employs either a cathode ray tube (CRT) or a liquid crystal display (LCD) monitor using the raster scan method can be reconstructed by receiving and analyzing the electromagnetic noise [8, 9] . In addition, the key strokes on a PC keyboard can be determined from the electromagnetic noise [10] . These reports show that the information leakage threat of the display image or key strokes might be caused by electromagnetic noise of the information equipment. Additionally, there is an estimation result that the maximum receivable distance of the electromagnetic noise exceeds hundreds of meters from information equipment, taking account of the receivable capacity of used receiver and antenna [11] . Therefore, the information leakage evaluation methods and the countermeasure techniques to prevent such information leakage are also actively researched [12] [13] [14] [15] [16] [17] . These researches are very important for information security, and the investigation of new information leakage threats has become a crucial field for the future.
The present study discusses on a novel information leakage threat caused by electromagnetic noise of information equipment. The focus is input operations on touch screen monitors, which are widely used in commercial information equipment such as automatic teller machines (ATMs), cash dispensers (CDs), door and gate access control terminals, credit-card ticket-vending machines, and so on. On the touch screen monitors, the operator is often required to input a certificate code such as a personal identification number (PIN) and password, which is very important code in information security.
The input operations on the touch screen monitors are generally composed by graphical user interface (GUI), and are usually handled by touching a sequence of button images. When a button image was touched, the touched button image changes the color to inform the operator which button image was touched. This color change upon touching a button image is a general procedure used widely in the sequence of input operations employing the touch screen monitors. However, unfortunately, the display image on the touch screen monitors can be reconstructed by receiving the electromagnetic noise, and the touched button image can be identified from the reconstructed button image [18] . Accordingly, the information of input operations using button images on the touch screen monitors is leaked from the electromagnetic noise. Therefore, the present study has focused on the countermeasure method against this type of information leakage [19] .
In this paper, first, it is experimentally demonstrated that a touched button image on a touch screen monitor can be identified from the display images reconstructed by receiving the electromagnetic noise. Next, the mechanism of the information leakage is discussed from the relationships between the color of the button image in the display image, the corresponding analog voltages of the RGB signals, the emitted signal by the analog voltage variations of the RGB signals in the raster scan, the detected component of the emitted signal in the reception signal, and the grayscale shading in the reconstructed display image. In addition, based on these discussions, a countermeasure method is proposed and applied to the input operations on the touch screen monitor. Finally, it is experimentally confirmed that the proposal countermeasure method is effective to prevent this type of information leakage. This paper adds new aspects and examinations to the previous investigations in [18, 19] .
INFORMATION LEAKAGE OF INPUT OPERATIONS ON TOUCH SCREEN MONITOR DUE TO ELECTRO-MAGNETIC NOISE
In this section, it is presented that a touched button image on a touch screen monitor can be identified from the display images reconstructed by receiving the electromagnetic noise.
First of all, the display image on a monitor can be reconstructed using the reception signal of the electromagnetic noise and the vertical and horizontal synchronized signals of the monitor [8, 9, 16, 17] . Note that most monitors adopt the raster scan method, which is a technique for generating a video image by means of a line-by-line sweep. Essentially, the electromagnetic noise that should be ideally observed is the signal emitted by the analog voltage variations of the RGB signals on the raster scan in the monitor, not by the digital image signal transmitted from the graphic device to the monitor. So the emitted signal is a sequential signal according to the raster scan, and is practically contained in the electromagnetic noise. The reception signal of the electromagnetic noise is the video output signal of the receiver. The video output signal might be called the base band signal, which is observed and synchronous-detected (or envelope-detected) in the receiving band width at the receiving frequency of the receiver. The basic principle of the image reconstruction is to arrange the reception signal by using the vertical and horizontal synchronized signals. The vertical and horizontal synchronized signals can be detected from observing the electromagnetic noise [8] .
By the way, the vertical and horizontal synchronized signals have a little difference according to the individual graphic device. The little difference is useful to distinguish the target monitor. In other words, the target information equipment with the monitor can be identified from the little difference in information equipments with the monitor of the same model. Figure 1 shows an experimental system used to receive electromagnetic noise emitted from an equipment under test (EUT), which was composed of a commercial desktop PC and a commercial touch screen LCD monitor. They were used as an example of typical information equipment with touch screen monitor (e.g., ATMs, CDs, credit-card ticket-vending machines, and so on). The EUT was placed in a compact anechoic chamber to receive the electromagnetic noise stably in spite of the ambient electromagnetic noise environment. The use of the Figure 1 . Experimental system used to receive electromagnetic noise emitted from EUT in compact anechoic chamber. chamber is justified with the need to receive the electromagnetic noise emitted from the EUT with quality and reproducibility.
Experimental System and Equipment under Test
In Figure 1 , the electromagnetic noise emitted from the EUT was received using a log-periodic antenna (SAS-510-2 manufactured by A. H. Systems, Inc.) and a test receiver (FSET22 manufactured by ROHDE & SCHWARZ). The log-periodic antenna inside the chamber was positioned the distance of 1 m from the face of the EUT. The test receiver outside the chamber was set to MODE of zero span, resolution and video bandwidth (RBW and VBW) of 50 MHz, and reference level of −83 dBm. The video output port of the test receiver was connected to an analyzer PC with an image processing board, which was controlled by the special software FrameControl manufactured by SystemWare, Inc.. Note that the above-mentioned receiving band width is the same as the RBW of the test receiver, and the receiving frequency was set to 350 MHz. The receiving band width and frequency affect the quality of the reconstructed display image. The receiving band width is necessary for tens of MHz or more, and the best receiving frequency varies according to the EUT [8, 9, 12, 13] .
In the experimental system, the analyzer PC can reconstruct the display image on the touch screen LCD monitor of the EUT using the reception signal of the electromagnetic noise and the vertical and horizontal synchronized signals. The rough values of the vertical and horizontal synchronized signals obtained from the setting parameters such as the display resolution and the refresh rate of the monitor [20] . Thereafter, those accurate values were adjusted from the correction of the distortion of the reconstructed display image in advance. Figure 2 shows an example of the sequence of typical display images involved in a PIN input operation. The display images include button images to input the PIN. The PIN input operation can be performed by touching the button images on a touch screen LCD monitor. The button images and the PIN input operation can be usually constructed by means of GUI tool.
Flow of Display Image in PIN Input Operation
Figure 2(a) shows the display image before the operator touches any button image. Figure 2 (b) shows the display image when the operator was touched the button image of the numeral 1. Then, the touched button image changes from the default color to the non-default color. At the same time, the color of the circle image of the left side in the upper row, which shows whether the first digit of the PIN was input, also changes from the default color to the non-default color. The color change of the touched button image informs the operator which button image was touched. The color change of the circle image informs the operator which PIN digit was input. Figure 2 (c) shows the display image after the operator released the button image of the numeral 1. Then, the color of the touched button image returns from the non-default color to the default color, whereas the first circle image maintains the non-default color to inform the operator that the first digit of the PIN has been input. These color changes are a general procedure used widely in the sequence of input operations using button images on touch screen monitors.
Here, the color of the objects in the display image is usually managed by the combination of digital 8-bit red-green-blue (RGB) values, which may be generally expressed as [R : G : B] in the GUI tool. As an example, the button images in Figure 2 were given the colors as follows. The default color of the button image was green, for which 
Reconstructed Button Images from Electromagnetic Noise
The display images shown in Figures 2(a), 2(b), and 2(c) were reconstructed by receiving the electromagnetic noise emitted from the EUT, as depicted in Figure 1 . Here, the reconstructed button image of the numeral 1 was focused to investigate the correspondence with the color change of the button image of the numeral 1 on the display images in Figures Note that the signals emitted by each analog voltage variations of the RGB sub-pixels in the raster-scanned pixels on the touch screen LCD monitor are electromagnetically coupling within space, and become a part of the electromagnetic noise. Thus, the reception signal of the electromagnetic noise cannot separate to the RGB components. So, the grayscale shading in the reconstructed image depends on the magnitude of the reception signal.
From Figure 3 , firstly, it is confirmed that the button images of the numeral 1 in the display images in Figure 2 can be clearly reconstructed by receiving the electromagnetic noise emitted from the EUT. Secondly, by comparing with Figures 3(a), 3(b) , and 3(c), it is found that the vertical frame of the reconstructed button image in Figure 3 (b) is significantly thicker than that in Figures 3(a) and 3(c) . In contrast, the vertical frame of the numeral 1 in the reconstructed button image in Figure 3 c) is the same. Moreover, there was also no difference in the vertical frames of the reconstructed button images and of the other numerals in the reconstructed button images. Thus, from the correspondence with Figures 2 and 3 , it can be confirmed that when the color of the button image in the display image is green, the vertical frame of the reconstructed button image is thin and the vertical frame of the numeral 1 in the reconstructed button image is thick. In contrast, when the color of the button image in the display image is magenta, the vertical frame of the reconstructed button image is thick and the vertical frame of the numeral 1 in the reconstructed button image is thin.
From the experimental results in Figure 3 , it was revealed that the input operations using button images on the touch screen LCD monitor can be understood from the comparison with the button images reconstructed by receiving the electromagnetic noise.
Incidentally, if the reconstructed display image has been observed in real-time, only the vertical frames of the reconstructed button image corresponding to the touched button image appear to flash clearly. It is because the thickness of the vertical frame of the reconstructed button image and of the numeral in the reconstructed button image changes for a moment, nevertheless the rests keep static. As a result, it was confirmed that the information of the input operation using button images on the touch screen monitor was leaked from the electromagnetic noise.
Note that the horizontal frames of the reconstructed button image and of the numeral 1 in the reconstructed button images are not drawn in Figure 3 . This aspect is discussed in detail in the following section.
INFORMATION LEAKAGE MECHANISM
In this section, the mechanism of the information leakage of the input operations using button images on touch screen monitor was discussed based on the relationships between the color of the button image in the display image, the corresponding analog voltages of the RGB signals, the emitted signal by the analog voltage variations of the RGB signals in the raster scan, the detected component of the emitted signal in the reception signal, and the grayscale shading in the reconstructed display image.
Firstly, the color of the objects in the display image is managed by a combination of digital 8-bit RGB values [R : G : B] in the GUI tool, as mentioned in the previous section. However, each digital 8-bit RGB values also control the analog voltages for each RGB light-emitting elements of the RGB sub-pixels in raster-scanned pixels on the touch screen LCD monitor. Namely, the color of the objects is physically controlled and emitted light by the combination of the analog voltages of the RGB signals. In addition, a color change between neighboring pixels in the display image generates analog voltage variations of the RGB signals in the raster scan on the monitor.
Secondly, the analog voltage variations of the RGB signals between the neighboring pixels emit signals, the magnitude of which corresponds with the analog voltage differences of the RGB signals between the neighboring pixels. The emitted signals are electromagnetically coupling within space, and become a part of the electromagnetic noise.
Finally, the electromagnetic noise is received by the receiver with antenna. Then, the proportion of the emitted signal in the electromagnetic noise depends on the magnitude of the other emitted signals in the electromagnetic noise. Moreover, since each of the emitted signals has a characteristic in the frequency components, the reception signal used for the reconstructed display image depends on the receiving frequency and the receiving band width of the receiver. In the receiving frequency where the display image can be reconstructed, the proportion of the emitted signal in the received electromagnetic noise is high. Then, the reconstructed display image can be represented clearly in grayscale. Additionally, when the reception signal is the largest in the time series of the raster scan, white is drawn in the reconstructed display image. Conversely, when the reception signal is the smallest, black is drawn.
Taking into account the physical aspects, Figure 4 shows the relationships between the color of the button image in the background (top row), the corresponding analog voltages of the RGB signals on the These physical aspects in the image reconstruction have revealed the mechanism of the information leakage of input operations using button images on touch screen monitors. The experimental results in Figure 3 have also proven the mechanism of the image reconstruction due to the electromagnetic noise of the touch screen monitor.
By the way, from this information leakage mechanism, it can be explained that why the vertical frame of the numeral 1 in the reconstructed button image in Figure 3 Figure 5 (b), the relative analog voltage difference of the RGB signals is 255. Therefore, the magnitude of the emitted signal in Figure 5 (a) is twice as large as that in Figure 5 (b). In the reconstructed button images in Figure 3 , the vertical frames of the numeral 1 in Figures 3(a) and 3(c) are whiter and thicker than that in Figure 3(b) . As a consequence, it was revealed that the information leakage of input operations using button images on touch screen monitors is caused by the magnitude of the emitted signal that results from the analog voltage differences of the RGB signals between neighboring pixels at all of before/after and when the button image was touched. The emitted signal is contained in the electromagnetic noise. In brief, the information leakage is caused by the analog voltage differences of the RGB signals between the neighboring pixels, which are generated from the color change by touching the button image.
COUNTERMEASURE METHOD
From the previous discussion, it can be considered that the information leakage of input operations using button images on touch screen monitors can be prevented by remaining constant the analog voltage difference in the RGB signals between neighboring pixels, at all of before/after and when the operator touches a button image. In this section, the principle of this approach was described in details as a countermeasure method against this type of information leakage. Additionally, it was applied to the previous PIN input operations, and the validity was verified experimentally. Moreover, the applicable condition of the countermeasure method was discussed.
Principle of Countermeasure Method
The proposal countermeasure method was applied to the default colors of green shown in Figure 2 . As an example, the default color of the button image was modified from green ([R Again, the button image in Figure 6 shows the default button image, and the button image in Figure 4(b) shows the touched button image. From the comparison of Figures 6 and 4(b) , it is found that the magnitude of the emitted signal is the same, and thus the level of the grayscale shading is also the same, in principle. In other words, although the button image changes the color to inform the operator which touched button image, there is no difference in the reconstructed button images in principle. Consequently, the proposal countermeasure method can prevent the information leakage of input operations performed using button images on touch screen monitors without spoiling the functionality and usability of this type of input operation.
Application and Verification of Countermeasure Method
Here, the proposal countermeasure method was applied to the PIN input operations in the previous section, and the validity was verified experimentally. The experimental system was the same as Figure 1 . Figure 7 shows the sequence of the display images for a PIN input operation, as well as Figure 2 . Then, the proposal countermeasure method has been applied to the color of the button images. Figure 7 The display images shown in Figures 7(a) , 7(b), and 7(c) were reconstructed by receiving the electromagnetic noise emitted from the EUT in Figure 1 . Now, the reconstructed button images of the numeral 1 was focused to confirm the correspondence with the color change of the button image of the numeral 1 on the display images in Figures 7(a) , 7(b), and 7(c). Figures 8(a), 8(b) , and 8(c) show the reconstructed button images of the numeral 1 corresponding to the display images in Figures 7(a) , 7(b), and 7(c), respectively.
From the reconstructed button images in Figure 8 , it can be confirmed that the button image of the numeral 1 in Figure 7 can be reconstructed by receiving the electromagnetic noise emitted from the EUT. However, in contrast to the reconstructed button images in Figure 3 , all the vertical frames in the reconstructed button images in Figure 8 were the same thickness. In addition, all the vertical frames of the numeral 1 in the button images were also the same thickness.
In conclusion, there was no difference in the reconstructed button images in Figure 8 , despite the fact that the touched button image changed the color. These results verified that the proposal countermeasure method can prevent effectively this type of information leakage caused by the electromagnetic noise.
Applicable Conditions of Countermeasure Method
The key point of the proposal countermeasure method is that the relative analog voltage difference of the RGB signals between neighboring pixels remains constant at all of before/after and when the button image was touched, as shown in Figures 4(b) and 6 . So, the applicable condition for the proposal countermeasure method was discussed from the RGB color difference between the button images and the background or the numerals. Under the key point, there are a lot of possible combinations for those colors. 
(1) Also, the applicable condition for the RGB color difference between the numerals and the button images is given by the following equation:
In (1) and (2), the symbol |X| denotes the absolute value of X. Note that since the detected component in the emitted signal has the positive value by the detector of the receiver, the symbol is necessary.
According to the applicable conditions of (1) and (2), the RGB color differences between the button images and the background or the numerals becomes relatively the same, and the relative analog voltage difference of the RGB signals between neighboring pixels remains constant at all of before/after and when the button image was touched, too. Thus, the magnitude of the emitted signal by the relative analog voltage difference becomes also the same, and all the vertical frames in the reconstructed button images have the same thickness. Conclusively, the touched button image cannot be identified from the reconstructed button image, when it change the color under the applicable conditions of (1) and (2) . A choice of the colors of the background, the button images, and the numeral in the button images, that meets the applicable conditions of (1) and (2), can prevent the information leakage of input operations using button images on the touch screen monitor caused by the electromagnetic noise, without spoiling the functionality and usability that informs the operator the touched button image.
CONCLUSION
In this paper, the information leakage of input operations performed using button images on touch screen monitors was experimentally investigated from the display images reconstructed by receiving the electromagnetic noise. First, it was experimentally demonstrated that a touched button image on the touch screen LCD monitor can be identified from the reconstructed button images, and the information of the input operations using button images can be leaked from the electromagnetic noise. This type of information leakage has been also experimentally confirmed in the combinations of a lot of PCs and monitors, although those results have not been presented in this paper. Next, the mechanism of this type of information leakage was investigated from the relationships between the color of the button image in the display image, the corresponding analog voltages of the RGB signals, the emitted signal by the analog voltage variations of the RGB signals in the raster scan, the detected component of the emitted signal in the reception signal, and the grayscale shading in the reconstructed display image. From the investigations, it was revealed that this type of information leakage was caused by the magnitude of the emitted signal that results from the analog voltage differences in the RGB signals between neighboring pixels at all of before/after and when the button image was touched. In addition, a countermeasure method was proposed to prevent to this type of information leakage. The countermeasure method was that the relative analog voltage differences of the RGB signals between neighboring pixels remains constant at all of before/after and when the button image is touched. Then, it was applied to the previous input operations, and the validity was verified experimentally. From the experimental results, it was confirmed that the proposal countermeasure method can prevent effectively this type of information leakage. An advantage of the countermeasure method is that it can prevent this type of information leakage caused by the electromagnetic noise, but it is not the electromagnetic noise suppression method by using hardware such as shielding or filtering. The further suppression of the electromagnetic noise of electronic and information equipment needs considerable efforts or costs. However, the proposal countermeasure method can be applied by the software technique. Moreover, it did not also spoil the functionality and usability of the touch screen monitor system with man-machine interface operations.
